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ABSTRACT

Recently, a deep learning-based non-profiling side-channel analysis was proposed. The deep learning-based non-profiling
analysis is a technique that trains a neural network model for all guessed keys and then finds the correct secret key through
the difference in the training metrics. As the performance of non-profiling analysis varies greatly depending on the neural
network training model design, a correct model design criterion is required. This paper describes the two types of loss
functions and eight labeling methods used in the training model design. It predicts the analysis performance of each labeling
method in terms of non-profiling analysis and power consumption model. Considering the characteristics of non-profiling
analysis and the HW (Hamming Weight) power consumption model is assumed, we predict that the learning model applying
the HW label without One-hot encoding and the Correlation Optimization (CO) loss will have the best analysis performance.
And we performed actual analysis on three data sets that are Subbytes operation part of AES-128 1 round. We verified our
prediction by non-profiling analyzing two data sets with a total 16 of MLP-based model, which we describe.
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Fig. 2. Deep learning based non-profiling
analysis process
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Method
Label HW, LSB, MSB, 1V,
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Loss MSE, CO
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Cf;ggfl ETRI ASCAD
data set data set data set
Target XMEGA | ATMEGA | ATMEGA
chip 128 128 8515
Target AES-128
cipher
Targgt Subbytes
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Table 3. Network structures for analysis

node kernel
Layer . C e
(in, out) initializer
Input (z,z)
Batch ( )
Normalization T
Dense (2,32) he_uniform
Batch
Normalization (32,32)
softplus (32,32) he_uniform
Dense (32,y)
sigmoid (ysy)

¢ Input Normalization: all values are withi
n the range of -1 and 1

* Optimizer: Nadam (Ir=0.0001, epsilon=1
e-08)

* Batch size: 32
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Fig. 3. IV labeling model analysis result on
ChipWhisperer data set
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Fig. 4. O-IV labeling model analysis result on
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Table 4. Analysis performance for each
labeling method (2000 traces, 200 epochs) on
ChipWhisperer data set

co One-hot One-hot
encoding X encoding O
HW 7.902 1.211
MSB 1.858 1.926
LSB 1.139 1.085
v 2.310 0.992
One-hot One-hot
MSE encoding X encoding O
HW 5.597 1.074
MSB 1.458 1.442
LSB 1.033 0.967
1Y 1.866 0.992
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Table 7. Minimum number of traces that
analyze successfully for each training model on
ETRI data set

Model/Ratio Ratio > 1.0 Ratio > 1.2
MSE_HW 495 700 1
CO_HW 370 530
MSE_IV 700 1 700 1
CO_1V 700 1 700 1

labeling method (2000 traces, 200 epochs) on

ETRI data set

o Onejhot Onejhot
encoding X encoding O
HW 2.421 0.961
MSB 1.065 0.936
LSB 1.719 1.651
1V 1.126 0.993
One-hot One-hot
MSE encoding X encoding O
HW 2.051 0.922
MSB 1.036 0.988
LSB 1.508 1.561
1Y% 1.027 0.799
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Fig. 6. Results of ETRI data set for each labeling method, loss function
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Fig. 7. Results of ASCAD data set for each labeling method, loss function
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Table 8. Analysis performance for each labeling
method (5000 traces, 50 epochs) on ASCAD
data set

o Onefhot Onejhot
encoding X encoding O
HW 10.670 1.280
MSB 1.325 1.359
LSB 1.338 1.288
1V 2.340 1.000
One-hot One-hot
MSE encoding X encoding O
HW 6.636 1.098
MSB 1.135 1.176
LSB 1.096 1.155
v 1.620 0.995
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